
RC4 Cipher

1987

1997
June
Legacy IEEE 802.11

Wired Equivalent Privacy (WEP)
encryption method
using RC4 Cipher

2001
June
IEEE 802.1X-2001

2002
October
TKIP/RC4

2003
September
WPA

Wi-Fi Protected Access (WPA) 
using TKIP/RCA and 
developped by the 
Wi-Fi Alliance

2004
June
Draft IEEE 802.11i

Encryption Methods:
 - CCMP/AES (Mandatory)
 - TKIP/RC4 (Optional)

Robust Security Network 
(RSN) intoduced

Authentication Methods:
 - Enterprise (802.1X/EAP)
 - Personal (PSK)

2004
June
CCMP/AES

2004
September
WPA2

Wi-Fi Protected Access 2 (WPA2) 
using CCMP/AES and 
developped by the 
Wi-Fi Alliance

IEEE 802.1X-2004
November

2004
Wi-Fi Protected Setup
(WPS)

2006

2007
March
IEEE 802.11-2007

Incorporation of:
 - 802.11i

Draft IEEE 802.11r
July

2008

Fast Secure Roaming

2009
September
Draft IEEE 802.11w

Protected Management Frames

2010
February
IEEE 802.1X-2010

2012
March
IEEE 802.11-2012

Incorporation of:
 - 802.11r
 - 802.11w

2015
November
IETF RFC 7664

Dragonfly Key Exchange
used by SAE

2016
June
IEEE 802.11-2016

Introduction of Simulteneous
Authentication of Equals (SAE)

2017
March
IETF RFC 8110

Opportunity Wireless
Encryption (OWE)

2018
April
WPA3

Wi-Fi Protected Access 3 (WPA3)

Supports of:
 - SAE for WPA3-SAE
 - 192-bit keys for WPA3-Enterprise

Wi-Fi Certified Enhanced
Open (using OWE)

2018
June
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